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Patent Claims 

1. Printable security pattern for forgery protection of documents that allows both visual and machine 
authenticity testing, characterized in that two-dimensionally distributed authenticity information is 
contained in the security pattern. 

2. Security pattern according to claim 1, characterized in that the authenticity information consists of a 
coded alphanumeric text. 

3. Security pattern according to claim 2, characterized in that the alphanumeric text consists entirely or 
partially of the individual information (2), by which two documents of the same type are differentiated. 

4. Security pattern according to one of the claims 2 and 3, characterized in that the alphanumeric text is 
binary coded. 

5. Security pattern according to one of the claims 1 through 4, characterized in that the distribution of the 
authenticity information is accomplished with adjacent two-dimensional patterns (3), which vary in their 
optical characteristics in the spectrum of visible and/or invisible light. 

6. Security pattern according to one of the claims 1 through 5, characterized in that it is made up of 
orthogonal or bipolar two-dimensional patterns (3) that are different from each one another, particularly 
Walsh or Karhunen-Loeve basis functions. 

7. Security pattern according to one of the claims 1 through 6, characterized in that it is located on 
transparent plastic foil, which is applied to the surface of the document to be kept secure with aggressive 
glue under pressure and heat. 



130019/0361 



2943426 



8. Security pattern according to one of the claims 1 through 6, characterized in that it is printed directly on 
the document to be kept secure. 

9. Security pattern according to claim 8, characterized in that the document to be kept secure is a banknote, 
a check or a security. 

10. Security pattern according to claim 7 and 8, characterized in that the document to be kept secure is a 
passport photo or an identity card. 

11. Procedure for authenticity testing of the security pattern according to one of the claims 1 through 10 
with the assistance of correlation detection, characterized in that the correlation is executed with a digital 
computer. 

12. Procedure for authenticity testing of the security pattern according to one of the claims 1 through 10, 
characterized in that an arrangement is used for optical correlation. 

13. Procedure for creation of a security pattern according to one of the claims 1 through 10, characterized 
in that a digital computer is used to modify the security pattern for the document and to produce the 
document itself or a print matrix for it. 
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Wolfram Szepanski, Dr.-Ing. [Doctorate in Engineering] 
Harbachtalstrasse 21 
5100 Aachen 
Germany 

Machine testable security pattern for documents and procedure to create and test the security pattern 



The invention relates to a machine testable security pattern for documents, which contains authenticity 
information distributed over the surface of the document, as well as a procedure to create the security 
pattern and to test its authenticity. 

In this case, the term "document" should be understood as passports, identity cards, authorization cards, 
credit cards, checks, banknotes, securities and similar items. Due to the wide dissemination of these 
documents and the value associated with them, various measures have already been taken to safeguard 
against imitations, erasures and other kinds of forgery. Documents whose authenticity characteristics are 
difficult to copy and forge and whose authenticity can be tested in different, independent ways and with 
little cost can be regarded as particularly secure. In doing so, forgery protection should preferably allow a 
simple visual authentication, but it should also be suited for a machine-based test with automatic reading 
devices, in order to enable a second, independent inspection independent from the visual inspection. 
Furthermore, documents that can be tested by machines are suitable as means of payment for vending 
machines or currency exchange machines, as identity cards for automatic access control etc. and 
everywhere where a large number of documents, such as banknotes or checks must be registered, sorted or 
counted by machine. The object of the invention is thus both a procedure to produce protected documents, 
as well as a procedure to test their authenticity by machine. 
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In order to make imitations more difficult and make forgeries easy to recognize, documents are frequently 
overlaid with a security pattern. The most commonly used are complicated line patterns (machine-turned 
backgrounds), which admittedly allow a visual authenticity test, but which are generally not machine- 
readable. The same applies to security patterns with a three-dimensional optical effect, to which no 
reference of any kind is made to machine testability in the printed specification of the application after 
examination (DE-AS 23 34 02) and/or the unexamined application (DT-OS 26 03 558). 

In addition, procedures for document security are known, which are based upon the basic idea that certain 
machine-readable information or markings are applied to a document so they are invisible to a forger or 
hidden in the document. This can be attained, for example, by the use of materials with certain electric, 
magnetic or optical characteristics. This type of document protection cannot be tested without measuring 
equipment and also cannot be checked visually without additional measures. If, however, the existence of 
the invisible marking is recognized by a forger, there is a danger of forgery or imitation. 

A protection against erasure is also proposed (DT-AS 25 30 905), in which the document is covered with a 
homogeneous, information-less protective layer, which differs in its optical characteristics from the 
information print color and from the paper and allows the attempts at erasure to be seen in a reading device. 
This procedure will not catch all the forgeries that are accomplished without erasures, for example, those 
where the name information or number values in the clear text on the document are changed by adding 
letters or numbers. 

Creating documents that are very secure from forging by applying authenticity information to the 
document in the form of a hologram (DT-AS 25 01 604 and DT-AS 25 46 007) or an optical diffraction 
grid embossed in plastic (DT-AS 25 55 214) are also known. A difficult, unsolved problem 
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in doing so is the creation of scratch, fold and crumple-resistant holograms for checks and banknotes which 
are simultaneously, thin, highly flexible and durable for wear-resistance. Because the known 
holographically secure documents are either entirely or at least on their surface made of plastic, there can 
also be difficulties if the documents are to be later written upon or stamped. In addition, in the mass 
production of documents, the high production costs for holograms is disadvantageous. 

Due to the cited deficiencies, the procedures for document security known to date are either not at all or not 
economically usable for certain types of documents or they only partially fulfill their security function. The 
objective of this invention is therefore to disclose a machine testable forgery protection for documents, 
which in a preferred embodiment also allows a visual authenticity test, and which can be used for all of the 
documents defined at the outset, without having the cited disadvantages of previously known security 
methods. It is also the objective of the invention to disclose procedures with which the production of the 
protection as well as its machine testing is possible. 

The basic idea for attaining the objective lies in providing the surface of the document to be protected with 
an inseparable security pattern, which contains coded authenticity information distributed over the entire 
surface to be protected. In doing so, any alphanumeric text is suited as authenticity information. According 
to the invention, the coding of the authenticity information and its distribution over the surface to be 
protected is attained in that the individual alphanumeric characters are first replaced by the symbols of a 
code of two or more values. In doing so, it is known from telecommunications that with a n-digit and m- 
value code N= m n different characters can be displayed. Using a six-digit binary code, for example, it is 
thus possible to code a total of N = 2 6 - 64 different letters, numbers and special characters, so that each of 
these characters is shown through n = 6 binary symbols. Each of the m different 
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code symbols is now assigned one of m different surface patterns, which are used as optical carrier signals 
for the corresponding code symbols. Each alphanumeric character or special character can thus be 
represented with n 2-dimensionaliy arranged surface patterns. If the authenticity information to be coded in 
the security pattern consists of k alphanumeric characters, a systematic assignment of the individual, 
surface patterns representing code symbols results in a coherent security pattern that is made up of a total of 
k • n surface patterns. 

According to the inventive idea, overlaying this security pattern on the document to be protected and 
inseparably bonding it with the document in an appropriate manner is now proposed. The brightness values 
of the document and security pattern combine in the process to an optical impression that is similar to the 
known line pattern. In a visual test for authenticity, the manipulations of the document will be recognized 
from damage to the security pattern and from a changed overall optical impression. Because the security 
pattern only consists of well-defined basic elements, namely the m different surface patterns, the 
authenticity information coded in the security pattern can be decoded by machine by differentiation of the 
individual surface patterns. A surface pattern destroyed during a forgery attempt automatically leads to 
incorrectly decoded authenticity information, so that the manipulation will even be recognized if the optical 
overall impression of the document seems unsuspicious. 

Details and additional characteristics of the invention are explained in the following on the basis of the 
drawings. 

They show: 

Fig. 1 a section of a document without a security pattern according to the invention 
Fig. 2 an embodiment of a security pattern according to the invention 

Fig. 3 a section of a document that is protected with a security pattern according to the invention. 
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Fig. 4-9 different examples of the surface patterns which represent the code symbols 

Fig. 10 an arrangement for automatic authenticity testing 

Fig. 11 an additional arrangement for automatic authenticity testing 

Fig. 12 an arrangement to create documents with a security pattern according to the invention 

Fig. 1 shows a section of a document that can be provided with standard forgery security measures such as 
watermarks, metal threads and the like. In doing so, the information that identifies the document in the 
form of written characters or other markings is applied to a document carrier 1 that can consist of plastic, 
but preferably should consist of paper. This information consists at least in part of individual information 
2, which differentiates a particular document from other documents of the same type. For identity cards this 
is primarily the identity number, personal data of the bearer of the identity card, as well as the place of 
issue and date. In Fig. 1, the individual information 2 consists for example of written characters that 
indicate the name of the bank, the account number and check number. This individual information, above 
all, is vulnerable to forgery and should preferably be encoded in the security pattern as part of the 
authenticity information. This prevents a forgery of the individual information by adding clear text 
characters because the forgery would be recognized by comparison with the decoded information of the 
security pattern. 

Fig. 2 schematically shows a security pattern according to the invention. It consists, for example, of the 
repeated arrangement of 4 different surface patterns 3, which represent the symbols of a four-value code 
adopted in this case. Of course, any other codes can also be used, including cryptographic encoding. To 
reduce the expense in producing and testing the security pattern, a binary coded is preferably proposed. 
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In Fig. 2, the different surface patterns are characterized by different hatching patterns that are arranged in 
such a way that they form a security pattern, covering the entire document surface to be protected. In 
addition to the surface patterns 3, markings 4 are provided which are necessary for reading and decoding 
the authenticity information contained in the security pattern. 

Fig. 3 shows a document 5 protected according to the invention in which the individual information 2 is 
part of the authenticity information and is distributed over the surface of the security pattern in coded form. 
The inseparable connection of document and security pattern can preferably occur by overprinting the 
document Another type of connection is shown in Fig. 9 as a greatly enlarged cross-section of a document 
A thin, transparent plastic foil 9 that is pre-printed with a security pattern according to the invention on the 
side facing the document is applied with a very aggressive glue 10 to a document carrier 1 on which 
individual information is printed in clear text The plastic foil 9 can be bonded inseparably with the 
document carrier 1 using pressure and heat. 

The surface pattern 3, from which the security pattern is formed, is itself comprised of at least two types of 
grid elements 6, 7 with different reflection and/or transmission and/or fluorescence properties in the visible 
and/or invisible range of the light spectrum. Thus, for example, a multicolored and variously structured 
surface pattern can be created, that can be differentiated with optical means in a visual and a machine 
authenticity test. To further increase the security of the security pattern, other test methods can also be 
used. For example, different surface patterns 3, which correspond to different code symbols, can also be 
made differentiate in a magnetic matter by additions to the printing ink. This prevents an imitation of the 
security pattern by an optical copying process. 
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In Fig. 4 through Fig. 8 there are different embodiments for the surface pattern 3 shown. The borderline of 
individual surface patterns can run as desired, it can, for example, be square, rectangular, hexagonal or 
irregular as shown in Fig. 7. Functionally, however, those borderlines that allow seamless, adjacent 
placement of the surface patterns are preferred. The shape and size of at least two types of different grid 
elements 6, 7 are also arbitrary. 

If the written characters, markings and pictorial representations of a document are also in a grid, the grid 
elements 6, 7 of the surface pattern 3 can be encapsulated as desired with the grid elements of the written 
characters, markings and pictorial representations, as shown in an example in Fig. 8. The grid elements 6, 7 
can also be overlaid directly on the print image of the written characters, markings and pictorial 
representations. In doing so, the brightness values of the original print image are changed. To avoid 
covering the print image, brightness values, size and shape of the grid elements must be adapted for the 
document to be protected. 

Certain, orthogonal Karhunen-Loeve basis functions that one attains by a Karhunen-Loeve orthogonal 
decomposition of the document to be protected are surface patterns 3 are that are particularly suited for 
coding the authenticity information. The theory of the orthogonal decomposition of functions is known 
from mathematics and is used in telecommunications for signals. Details regarding this type of adaptation 
of the surface pattern 3 to the documents to be protected are found in the article, "A Signal Theoretic 
Method for Creating Forgery Proof Documents for Automatic Verification", Proceedings of Carnahan 
Conference on Crime Countermeasures, University of Kentucky, Lexington, May 16-18, 1979, Page 101- 
109. 

The use of certain, checkered Karhunen-Loeve basis functions enables optimal differentiation of different 
surface patterns due to the orthogonality of the basis function, 
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and guarantees a particularly interference-resistant recovery of the authenticity information contained in the 
security pattern. Similar results are attained by using checkered Walsh functions as surface patterns 3. 

Fig. 12 shows an arrangement with which the optimal surface patterns for a document can be determined 
and a document can be provided with the security pattern according to the invention. The document carrier 
1 is scanned line by line by an optical system 11 and an opto-electrical converter 12, for example, together 
with the individual information to be protected 2. The electrical signals corresponding to the brightness 
values are digitized by the analog-digital converter 13 and decomposed into orthogonal Karhunen-Loeve 
basis functions using the digital computer 14. The basis functions that have decomposition coefficients with 
the lowest variances are selected as appropriate. Authenticity information input as alphanumeric text using 
the keyboard 25 is encoded by the digital computer 14 according to a given code, for example, binary. The 
code symbols of the authenticity information so encoded are then replaced by the digital computer with the 
selected surface pattern and the digitally saved brightness values of the original documents are overlaid 
together with a read marking 4. After a digital-analog conversion, the document protected according to the 
invention can either be transferred by an electro-optical converter 24 to a light-sensitive document carrier 
or to a print matrix. A possible use for the arrangement in Fig. 12 lies for example in overlaying a passport 
photo with a protective pattern that contains the personal data of the bearer of the identity card in coded 
form. This prevents identity card forgeries by exchanging the passport photo. 

Fig. 10 shows an arrangement for authenticity testing of a document 5 that is provided with a protective 
pattern according to the invention. It is identical except for the keyboard 25 and the electro-optical 
converter 24, which is replaced by the alphanumeric display 15. 
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The differentiation of the surface patterns corresponding to the code symbols is accomplished in the digital 
computer 14 using the correlation detection, a procedure known from telecommunications and pattern 
recognition. In doing so, the already mentioned marking 4 is used to synchronize the scanner. After 
decoding, the information contained in the security pattern is shown on the display 15. Forgeries can be 
recognized by a comparison with the clear text printing on the document. 

Fig. 1 1 schematically shows an additional embodiment for authenticity testing of a document 5 with a 
security pattern based upon the principle of optical correlation. To simplify the explanation, it is assumed 
that the security pattern contains binary coded data that is only shown with one single surface pattern. 
Depending upon the code symbol, this surface pattern is contained in the security pattern positively or 
negatively (inverted) or rotated 90 degrees. The document 5 is at the front focal plane of the lens 17 and is 
illuminated by a coherent light source 16. There is a hologram 18 of the data-carrying surface pattern in 
the back focal plane of the lens 17 and at the same time in the front focal plane of the lens 19. The 
brightness distributions generated on a matte disk 21in the back focal plane of lens 19 contain the auto 
correlation of the surface pattern with positive or negative operational signs. In order to differentiate the 
binary code symbols using the operational sign of the auto correlation, the matte disk is simultaneously 
illuminated by a coherent reference beam 20, which causes the brightness distributions corresponding to the 
negative correlation values to be extinguished. The photo detectors 23 mounted behind an aperture 22 
convert the light-dark distribution into electric signals that are digitized by an analog-digital converter 13 
and decoded by the digital computer 14 and shown in the alphanumeric display 15. 

A new type of security pattern is disclosed in the invention that offers protection against forgery similar to 
a hologram, but in contrast to holograms it can be printed on a document and used in more ways 



130019/0361 

ORIGINAL INSPECTED 



-12- 

2943436 



than a hologram. The security pattern according to the invention also allows a visual authenticity test and 
can also be protected from optical imitation using additional measures such as magnetic-acting ink. Thus, it 
represents a significant expansion of the known methods for protecting documents from forgery. 
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